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Politika bezpecnosti informaci
a majetku

Skanska v Ceské a Slovenské republice je ¢len mezinarodniho koncernu Skanska a fadi se k
nejvétsim stavebnim firmam pusobicim na stavebnim trhu v Ceské a Slovenské republice.

Nasi snahou je zajistit kontinuitu podnikatelské ¢innosti skupiny, minimalizovat pripadné

$kody predchazenim bezpec¢nostnim incidentim a deklarovat nasim zakaznikiim, obchodnim
partneram, akcionaiim, zaméstnancim a Siroké verejnosti schopnost skupiny efektivné ochranit
informace a majetek vlastni i svéfeny v souladu s relevantnimi zavaznymi pravnimi normami a
pozadavky zemi, ve kterych skupina podnika, a s poZzadavky mateiské spolec¢nosti Skanska Kraft
AB.

K prosazeni této politiky jsou ve skupiné jako neoddélitelné soucasti fizeni zavedeny a udrzovany
ISMS - systém Fizeni informaéni bezpeénosti podle CSN ISO/IEC 27001 a systém opatient zajistujicich
pripravenost skupiny k realizaci zakazek s pozadavkem na ochranu utajovanych informaci podle
pravnich norem zemi, ve kterych skupina ptsobi.

Deklarujeme, ze:

- Jsou naplnény vsechny pozadavky relevantnich pravnich predpist, které jsou na skupinu kladeny
v oblasti bezpe¢nosti informaci a majetku.

- Informace jsou dostupné kdykoli a kdekoli pro potfeby businessu.

- Informace jsou vzdy spravné a pravdivé. Informace prectena z nosice je stejna jako byla
v okamziku, kdy byla na nosi¢ zapsana. Je zajisténo fizeni celého zivotniho cyklu informaci, tzn.
jejich zpracovani od okamziku ziskani nebo vytvoreni az po jejich predani nebo likvidaci.

- Informace jsou zpfistupnény jen tomu, kdo je potfebuje pro ucely businessu - princip ,,need-to-
know*. Je minimalizovan anik informaci v ptipadé odchodu zaméstnancu.

- Zaméstnanci jsou trvale vzdélavani a Skoleni v oblasti bezpe¢nosti informaci.

- Poruseni pravidel bezpecnosti informaci je povazovano za hrubé poruseni internich predpist a
pracovnich povinnosti a je postihovano v souladu se zakonikem prace.

- Prijimana bezpecnostni opatfeni jsou pfimo imérna aktualni mife rizik.

- Pravidelnym monitorovdnim, hodnocenim rizik, fizenim bezpe¢nostnich udélosti a incidentt
napravnych a preventivnich opatfeni budeme zvysovat ic¢innost systému fizeni bezpecnosti
informaci a majetku.

Politika bezpe&nosti informaci a majetku je zdvazna pro vSechny zaméstnance skupiny Skanska v CR a
SR

Vedeni spole¢nosti Skanska trvale provéruje efektivnost svych ¢innosti pfi napliiovani této politiky
pravidelnym vyhodnocovanim a svymi plany se snazi maximalné naplnit tuto politiku.

Ing. Dan Tok
generalni feditel a pfedseda predstavenstva
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Policy of Information Security
and Asset Security

The Skanska companies in the Czech Republic and Slovakia are part of the multinational
Skanska Group and are collectively one of the largest construction companies operating on
the Czech and Slovak markets.

Our approach is to ensure business continuity and minimize business damage by preventing and
minimizing the impact of security incidents. Also, to affirm to our customers, business partners,
shareholders, employees and general public our ability to efficiently protect the information and
assets. Lastly, to ensure we are compliant with regulatory and legislative requirements of countries
where Skanska group operates and with demands of parent corporation Skanska Kraft AB.

Information Security Management System (ISMS - according to international standard ISO/IEC 27001)
and system of controls for protection of classified information on local country level (compliant with
local countries, EU and NATO) are implemented to enforce this policy.

We declare:
We achieved all demands of obligatory rules of law which are set in the area of
information security and assets for our group.
Information is available whenever and wherever business needs it.
Information is always accurate and truthful. Information read from media is equal
to the information originally on media recorded. All the lifecycle of the information
is controlled from its obtaining or creating to its handing over or deleting.
Information is available only for those who need it for the purpose of business
- principle “need-to-know”. Information leakage in case of staff leaving the company
is minimized.
Staft is constantly trained and educated in the area of Information Security.
Violation of information security rules would be considered for rude violence
of Skanska internal regulations and labor service and would be punished in
compliance with Labor Code.
Implemented security controls adequately correspond to the level of the risks.
We will improve the efficiency of information security & assets system via regular
monitoring, risk evaluation, control of security incidents and preventive steps.

This Policy of Information Security and Assets Security is mandatory for all Skanska employees in the
Czech Republic and Slovakia.

Skanska top management continuously checks the efficiency of implemented security controls by
regular evaluation and makes effort to fulfill this policy through business planning.

Dan Tok
Chairman of Board of Directors and CEO



